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Abstract

Function call graph representations of Android applications can become computation-
ally expensive to operate on by graph neural networks (GNNs) to process as programs
contain increasing numbers of functions and function invocations. Graph pruning of-
fers one avenue for reducing this complexity by removing large portions of the graph.
However, the effects on detection performance, scalability, sensitivity to graph size
and quality of explanation remain underexplored topics. This dissertation evaluates
whether graph pruning can provide a practical basis for scalable Android malware
detection while preserving predictive performance.

Two pruning methods are considered; sensitive function call graph pruning (sFCG)
and Leaf Pruning (LP). They are evaluated against unpruned FCGs using two GNN ar-
chitectures: GCN and GraphSAGE. This study makes use of a temporally ordered sub-
set of the Hypercube dataset under spatio-temporal constraints laid out by TESSER-
ACT. We propose the use of a node embedding structure combining opcode2vec em-
beddings, FastText-based API embeddings, and one-hot permission features as an
extensive node enrichment technique. Evaluation considers a suite of metrics includ-
ing malware F1, Area Under Time (AUT), size-stratified harmonic score and fidelity
characterisation, along with training time and graph size reduction rates.

The results demonstrate that graph pruning does not induce a uniform improve-
ment in detection performance, but is rather a trade-off between scalability, perfor-
mance and explainability. sFCG is found to reduce computational cost by decreasing
average epoch training time from 1771 to 586 seconds for GCN and 1675 to 574 sec-
onds for GraphSAGE, though neither pruning method improves upon the unpruned
baseline malware F1 scores. Further, our results show no convincing evidence that
pruning becomes increasingly beneficial as original FCG size grows. However, we find
a substantial effect of pruning on explanation faithfulness under GNNExplainer, with
the GCN — sFCG pairing achieving a characterisation score of 76.4% at K = 1,000 ex-
planation edges, compared to the baseline GCN — unpruned pairing achieving 15.8%.
These findings show that graph pruning should not be treated as a lossless preprocess-
ing step, but rather as a balancing choice between scalability, predictive performance,
and explanation faithfulness.
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Statement of Use on Generative Al

Generative Al was used throughout this dissertation in the following capacities:
e Generating and improving existing code for the following purposes:

— Assisting with in debugging code.

— Assisting with converting pseudocode into Python code.

— Converting sequential code into parallelised processes.

— Implementing efficient CUDA processing for faster GPU inference.

— Suggesting and implementing efficient methods for generating and handling

large-scale dataset pipelines.

— Assisting with generating scripts for processing data points.
e Help in writing the report in an assistive capacity for the following purposes:

— Gathering and suggesting literature to review.

— Assisting with constructing the overall direction and flow of chapters.

— Assisting with formatting equations.

— Generating tables and graphs, with figures and values manually verified.

— Criticising and evaluating prior drafts of this report.
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Chapter 1

Introduction

The study of Android malware and its detection is a widely researched field, yet mal-
ware persists as a significant problem within the cybersecurity space. Omne of the
central issues with malware detection is that malware authors frequently employ ob-
fuscation tactics to hide malicious executions among abstract code enabling classifiers
to misidentify them as benign software [19].

To that end, malware detectors must be able to identify indicators of malicious
behaviour under such adversarial circumstances. Many modern methods employ ma-
chine learning models trained on abstract representations of programs to capture the
fundamental features of their underlying objectives [20]. One technique in this regard
is graph representation learning (GRL) [31, 6], which trains a classifier to learn graph
representations of programs to identify structural and semantic features of different
malware programs as opposed to benign software. One of the most common represen-
tation techniques is to identify a program’s structure as a graph of functions invoking
other functions, commonly known as function call graphs (FCGs).

The adversarial dynamic between malware authors and researchers naturally leads
to degradation of detection techniques over time, known in machine learning as concept
drift [15, 35, 16], requiring new methods to compete against evolving forms of malware.
Further, programs can have highly complex structures that need to be represented
by many features, requiring expensive computations. This complexity can also be
counterproductive when an adversary is able to hide malicious portions of a malware
within a sea of obfuscatory data.

One approach to reducing the computational burden of large graphs is graph prun-
ing, where nodes and edges considered less relevant to the downstream task are re-

moved. The central challenge is sufficiently reducing the graph while preserving struc-
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tural and semantic information critical to its classification. Some methods implement
rules for retaining nodes and edges, and removing parts of the graph which do not fit
those rules; this is known as graph sparsification [21, 24, 30].

While pruning can reduce the computational complexity of training and inference,
removing excess information not relevant to the classification is also hypothesized to
improve the model’s ability to identify malware. However, this has yet to be demon-

strated conclusively for malware detection.

1.1 Motivation

Motivated by the need for a more comprehensive understanding of how graph prun-
ing can affect GNN-based malware classifiers, this dissertation studies the effects of
pruning on FCGs and evaluates their practical use with modern large-scale Android
datasets. Many works incorporate graph pruning in some form; however, only a few
implement it in a way that is both scalable and explainable. Further, many works
suffer from biased and unrealistic evaluation settings which are not translatable to
real-world malware distributions.

The work presented in this dissertation evaluates two pruning techniques — Sen-
sitive Function Call Graphs (as formulated by Liu et al. [21]) and Leaf Pruning (as
formulated by Mohammadian et al. [24]) — against the baseline unpruned FCG. To
ensure a fair evaluation, each pruning model uses the same graph generation and node
embedding pipeline, and is evaluated with two GNN models: GraphSAGE [10] and
GCN [17].

1.1.1 Threat Model

We consider Android malware authors as the identified adversary. Thus, our threat

model suggests the following capabilities:

e The author controls the application’s own code and alters internal functions, call

structures, and opcode sequences.

e They may use obfuscation tactics and increase the complexity of the code to hide

malicious functionality.

e They can select which Android APIs and permissions their application uses,

provided they maintain the intended malicious behaviour.
2



Under these circumstances, we cannot arbitrarily select dataset partitions which may
be favourable for our classification task. We must utilise a dataset representative of
the overall Android ecosystem. Thus, our techniques must be generalisable across

different Android malware structures and resistant to obfuscation.

1.2 Summary of Work

We consider each pruning method using several key metrics, including F1 score, Area
Under Time (AUT), false-positive rate, recall and precision. Further, we evaluate the
predictive ability of each model using stratified buckets of similarly sized FCGs, and
propose a novel metric to indicate the model’s classification sensitivity to graph size.
We evaluate the usefulness of the graph explanations generated by GNNExplainer
by analysing their suitability for identifying malicious subgraphs using fidelity+ and
fidelity— metrics. To the best of our knowledge, we have found no prior work which

evaluates an Android malware detection framework against the fidelity metrics outlined

by GraphFramEx [2].

1.2.1 Hypothesis

Our primary hypothesis is that pruning FCGs reduces the information available for
training and will thus reduce classification performance. However, the impact of prun-
ing may be nuanced and depend not only on the type of pruning implemented, but

also the structure of the sample being classified.

1.2.2 Research Questions

The following research questions are explored in this dissertation.

e RQ1 - Scalability: How much do sFCG and Leaf Pruning reduce FCG size

and computational cost relative to unpruned FCGs?

e RQ2 - Performance: What effect does pruning have on temporally realistic

malware-detection performance?

e RQ3 — Sensitivity to Graph Size: Does pruning alter the classification per-

formance when graph sizes differ?



e RQ4 - Explainability: Can pruning affect GNN explanations such that they

alter the faithfulness to the model’s classification?

1.2.3 Contributions

The main contributions of this dissertation are as follows:

e A unified methodology for applying and directly comparing pruned and unpruned
FCGs under the same graph-generation, embedding and GNN pipeline.

e A graph representation model combining Word2Vec, FastText, and one-hot per-

mission features to enrich FCG node embeddings.

e An empirical evaluation of graph pruning for Android malware detection, com-
paring sensitive function call graph (sFCG) pruning and Leaf Pruning (LP)
against an unpruned FCG baseline, conducted across both GCN and Graph-

SAGE encoder architectures.

e An evaluation of the scalability-performance trade-offs introduced by pruning
and measuring graph reduction, training-time reduction, malware detection per-

formance, and temporal performance.

e An analysis of sensitivity of pruning to original FCG size, evaluating the effect of
pruning as FCGs become larger, using a novel size-stratified metric to summarise

consistency of performance across graph-size ranges.

e An evaluation of how graph pruning affects the faithfulness of GNN explanations,

measured using fidelity metrics.



Chapter 2

Background

Malware detection has undergone many phases in the history of the field. Traditionally,
detection was done through the use of signature matching, whereby digital fingerprints
of suspected programs were compared with signatures of already known malware. If
a program’s signature matches the signature of a known malware, that program is
identified as a sample of that malware [33]. The consequence of this form of detection is
that any new malware which has never been encountered before (i.e, zero-day samples)
will have a new signature which has never been documented. Second, malware authors
may modify parts of their programs without affecting the program semantics while still

executing malicious content, thereby circumventing detection.

2.1 Heuristic-Based Detection

This led researchers to reason that the patterns of behaviour (heuristics) of malware
would be more effective against zero-days and obfuscation techniques. This means
applying human-defined rules or indicators for classification, rather than exact signa-
tures. The reasoning for this is that malware should typically behave in certain ways
that make it identifiable among goodware. Heuristics can be identified within two
broad sets of features: Static-features, which can be obtained by analysing program
files, and include permissions, embedded API calls, the manifest file’s activity and
broadcast receivers; and dynamic-features, which can be retrieved by executing the
application in a configured environment, and include system calls, network activity,
battery and CPU usage, and file operations. More advanced heuristic based detectors
analyse both static and dynamic features. Combining the two in a single detection

cycle has shown to improve accuracy compared with using the feature sets separately
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3, 23].

Knowledge-based heuristics require expert knowledge of what features are prevalent
in malware, in order to define rules for what programs or files are likely to be malware
by observing patterns and similarities. This naturally means that those rules can
become outdated very soon in an adversarial space. Yunmar et al. [37] identify that
many studies rely on outdated datasets that are not representative of modern malware.
Therefore, to keep up with the evolving threat landscape, instead of using human-
defined rules, researchers have begun leveraging machine learning and deep learning
classifiers for malware detection tasks and have proved to be effective in achieving high
performance metrics. Although these models suffer from the same problem of datasets
becoming quickly outdated, training new models on new datasets becomes primarily

a matter of computational resources, rather than human capital.

2.2 Feature Selection and Representation

The adoption of machine learning detection methods thus requires a different view of
which features should be important, and marks a shift from heuristic-based approaches,
towards more statistical analysis of malware behaviours. Information about a program
is represented through its features. We have briefly mentioned static and dynamic
features, retrieved through static and dynamic analysis of the program’s files and
execution behaviour, resepectively. Here we discuss in more detail what these features
are. In general, to train a machine learning model to classify programs, a dataset
should have clearly defined sets of information that the model should learn identifiers
and patterns from.

Selecting which features remain relevant is known as feature selection, it is an
important task for many machine learning classification systems and can be as chal-
lenging as designing the model architecture. Android malware detection is no different
from such tasks. For example, Taheri et al. [32] propose a multi-layered system, that
first uses static permissions and intents to determine a program’s malicious intent,
then passes the program to a second layer to analyse its dynamic API calls and net-
work activity, allowing the model to combine the strengths of both types of features.
Broadly, feature selection involves identifying a set of features that enables a model to

identify behaviours correlated with their malware classification.



2.2.1 Malware Features

Listed here are features commonly extracted and used for malware classification.

e Opcodes — are operation codes that represent machine language instructions,

extracted through disassembly of a program’s binary. Analysis of a program’s

opcodes can reveal sequences and frequency distributions which match with iden-

tifiable malicious operations.

e Permissions — are a high-level static feature most prevalent for Android mal-

ware, essentially representing explicit requests made by an application to access

data and functionalities (i.e, camera, contacts, location, etc.). Permissions alone

do not reveal much about an application’s malicious behaviour but indicate its

capacity to access sensitive functionality. Discrepancies between their stated

purpose and requested permissions may reveal more about their malicious intent

(e.g, a calculator app requesting for location data).

e API Calls — provide semantic context about an application’s functionality

and behaviour as individual Android library APIs expose specific operations.

Through static analysis, API usage can be identified from method-invocation

instructions and method references in the application’s DEX bytecode. Malware

often exhibit distinct patterns of API calls that can be distinguishable from other

forms of malware and benign software, often leveraged by malware classifiers.

e Centrality — is a feature of graphs borrowed from social network analysis which

can be applied to the study of malware [34]. The idea is leveraging the fact that

benignware and malware have different distributions of centrality measures of

sensitive functions and can therefore be used to separate classifications.

e Graph Features — often exhibit other measures which can be used to separate

classifications of malware, they can represent a top-level view of structural or

functional topology of a program. These features can be sensitive node counts,

edge-to-node ratios, shortest path length to sensitive nodes, etc.

2.3 Graphs

A graph can be formally defined as G = (V, E) where V = {vy,...,ux} is a set of
N = |V]nodes, and E = {ey,...,ep} is aset of M = |E| edges which may be directed
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or undirected (bi-directional), depending on the implementation. Many graph variants
may be used for program representation, this dissertation utilises attributed graphs
(AGs), which encode additional features in nodes and/or edges. Node attributes are
mapped through a mapping function £, to assign a feature vector of d,, elements to
nodes. These attributes may represent stored variables such as strings, or assembly
opcodes, or even subgraphs of the functions within the program. Similarly, edge
attributes are mapped through a mapping function F, that assigns a feature vector of
d. elements to edges; these features may represent timestamps or data transmission
sizes. A more specialized form of attributed graph is the hierarchical graph (HG),
also known as graph of graphs, which involves embedding one graph representation
G; = (V;, E;) within the feature vector attributes of another graph G, = (V,, E,). HGs
are a recently explored method for representing programs, commonly by embedding an
intra-procedural control flow graph of a function within the nodes of an inter-function

call graph.

2.3.1 Function Call Graphs (FCGs)

FCGs are a method of representing inter-procedural relationships among the functions
within a program, where the nodes are the program’s functions and the edges are the
directed function calls. FCGs offer a global view of the program’s structure but may
lack fine-grained intra-procedural information.

FCGs can be constructed statically, simply by traversing all function bodies and
adding edges when a function call is encountered. Dynamic analysis can also be utilised
to record the program’s actual call relationships during runtime; however, this may
result in low coverage of malicious calls and can be more expensive for large-scale
datasets.

In the case of Android malware, we can additionally use the API call sequences
from the application and represent them using a FCG. This representation can be
useful for identifying high-level behavioural patterns including file accesses, network
communication, cryptographic operations or permission requests, which are highly
relevant for malware detection. However, API call graphs are unable to represent non-
APT logic, so they can only convey partial information about a program, and therefore
can be combined with the program’s FCG to represent the program in a more complete

way.



2.4 Learning from Program Representations

The adaptability of machine-learning methods has led to their widespread adoption
in the space of malware research, and a wide variety of novel detection schemes have
been proposed and researched extensively. Many of these schemes implement vastly
different and often ingenious methods of representation used to encode programs into
a format on which a machine-learning model can perform inference. One notable
method is to represent binary files as greyscale images and pass these images through
a convolutional neural network (CNN) to learn visual patterns associated with malware
classes [25]. Various models construct graph representation through different methods
for encoding information about each function and require additional processing to
retrieve features of each function and encode them in a way that can be interpreted
by a machine learning model.

However, not all representation methods are suitable for inference with different
models. FCGs for example cannot normally be processed by a traditional CNN, and

are therefore typically passed to graph neural networks.

2.5 Graph Neural Networks

Graph Neural Networks (GNNs) are a family of neural network architectures designed
to directly operate on graph-structured data. GNNs are able to learn from objects
represented as nodes, and the relationships between them represented as edges.

This makes them particularly suitable for learning from program graph representa-
tions such as FCGs. Most modern GNN architectures operate through a process known
as message passing. Each node is associated with a feature vector that condenses its
attributes into a format that can be processed during GNN message passing. At each
layer, a node receives information from neighbouring nodes, aggregates these mes-
sages, and combines the result with its existing representation to produce an updated

embedding. This process can be generalised for node v, at layer k as
m{¥) = AGGREGATE® (h{™V 1 u € N(v)).

The node then updates its embedding by combining this message with its representa-



tion from the previous layer K to obtain hfjk), conceptually

A = UPDATE® (B~ (),

v

Each GNN architecture may use a different design and implement AGGREGATE
and UPDATE differently, but are all generally unified by the core concept of message

passing.

2.6 Graph Pruning

FCGs can have exceedingly many nodes and edges, such that accurate inference be-
comes difficult, and their size can substantially increase computational load when
training a model. Graph Pruning is the process of reducing the graph into an efficient
representation of what should ideally be the structural core of the program that retains
important semantic information crucial to its classification. Further, the act of reduc-
ing excess information that is not relevant to the classification task may potentially
focus the model on malicious identifiers such that it can achieve better performance
results.

Broadly, there are three main categories of graph pruning:

e Graph Sparsification — reduces the number of edges in a graph, whilst retain-
ing critical information. For program graphs, this means removing unimportant

data- or control-flows and edges that do not contribute to the learning objective.

e Graph Condensation — constructs a smaller graph that summarises the be-
haviour of the original graph. Rather than pruning edges or nodes, condensation
generates a more compact representation that retains critical information for

training and inference.

e Graph Coarsening — merges groups of nodes and edges into higher-level ‘su-
pernodes’ and ‘superedges’, producing a hierarchical abstraction of the original
graph. For a program graph, this may mean aggregating related instructions
into blocks, or grouping instructions with similar semantics into the same block,

therefore preserving the global structure.

Shokouhinejad et al. [31] identified three criteria for a pruning technique to be

considered for malware detection:
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1. The method must be applicable to graph classification, as most malware detec-

tion methods revolve around this task.

2. The method must not rely on node labelling, allowing more flexible use cases as

many malware datasets do not include labels.

3. The method is explainable, as explainability allows practitioners or researchers

to identify and validate malware classification.

Criterion 2 generally makes sense for most malware classification tasks because mal-
ware authors can name functions arbitrarily and bypass detectors using graph pruning
methods that discard nodes based on labels. However, for Android malware classifi-
cation, this rule does not apply external API calls because their naming conventions
fall outside of the malware author’s control.

Though there are many methodologies in the domain which utilise graph pruning
in some form or other, the concept itself is rarely studied, and graph pruning methods
are rarely evaluated against one another in a direct, fair comparison. As such, graph

pruning remains an under-explored concept in malware detection.

2.7 GNNExplainer

Research in malware analysis requires not only the detection of malware samples;
domain experts also frequently require the evidence and motivation for why a malware
classification is given to a sample. To that end, a practical graph representation
learning model for malware detection requires an explainability module which can
identify malicious subgraphs which motivate the classification.

GNNExplainer is one such graph-explainability module which specifies an expla-
nation as a rich subgraph of the entire graph the GNN was trained on, such that the

subgraph maximizes the mutual information with the GNN’s prediction [36].

2.7.1 Fidelity

To determine the suitability of the pruning models for graph explanations, the quality
and sensitivity of the subgraph explanations must be evaluated in an objective fashion.
The immediate idea for objective evaluation is to compare generated explanations with
the ground-truth subgraphs which exhibit malicious behaviour. However, due to the

lack of such a dataset, we must evaluate the models on proxy measures of explainability
11



performance. Fidelity is one such measure which allows us to experimentally verify
the importance of an explanation in context with the model that which produced it.
Though it should be mentioned that fidelity is a measurement of ‘faithfulness’, and is

more a proxy to explanation correctness, rather than a direct measure of it.
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Chapter 3

Related Work

Graph Representation Learning (GRL) is a fundamental shift from traditional mal-
ware detection and analysis, and represents a move towards applying advanced machine
learning methods. Its recent surge in popularity can be partially attributed to the suc-
cess and achievements of works applying GRL techniques in other specialised domains,
and to the ease of adapting existing frameworks for explainable artificial intelligence
(XAI). In general, GRL is about transforming graphs from a simple data structure,
into a form that can support predictive modelling. For malware detection, this means
extracting patterns of malicious behaviour from labelled program graphs so that sam-
ples with similar behaviour or structural properties occupy similar regions of feature
space. The main point is making malicious and benign samples more separable, thus
identifiable.

This chapter explores recent work in the field, their contributions, and further
outlines some of the difficulties faced when performing graph-based machine learning
on program graphs. We necessarily include works that do not use graph pruning per se,
but explore problems which must be addressed when developing a GRL-based malware

detector, and especially when such problems are related to model scalability.

3.1 Related Graph Representation Strategies

Defined in Chapter 2, Function Call Graphs (FCGs) are graph representations of the
program’s functions as nodes, and edges represent invocation. Many GRL studies
feature the use of FCGs as they can be easily constructed and offer substantial repre-

sentation power when coupled with semantically rich feature embeddings.
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3.1.1 Control Flow Graphs as Node Embeddings

Control Flow Graphs (CFGs) are one such method of enriching FCG nodes with
semantic information as they capture intra-procedural blocks as nodes and execution
jumps as directed edges and can thus represent fine-grained detail of a function’s
logic. Malgraph [18] leverages both CFGs and FCGs to construct a hierarchical graph
structure of an inter-FCG representation G, comprised of intra-CFGs Gy, to represent
each program e. At each Gy, € G., a GraphSAGE encoder is applied to obtain a hidden
embedding hl(i.l) of each block node of the CFG, with a max-pooling function applied
to aggregate nodes as hg, = max—pooling{hl(fl)}zjf“‘ € R%. With each FCG node
enriched with embeddings {...h¢g / ...}, another GraphSAGE encoder is applied to

produce {... z,(f’Z) ...}, which are max-pooled again to produce a single embedding for

program e as zg, = max—pooling{z,&Te)}’gi’f € R%,

3.1.2 NLP-Style Embeddings

FCG node enrichment can also be done using NLP techniques applied to Dalvik op-
code. According to Norouzian et al. [26], Dalvik opcodes follow a power-law distribu-
tion similar to words in the English language, and thus suggest that word-embedding
techniques may be used to encode semantic representations with sufficient accuracy.
SeGDroid [21] makes use of this fact in their implementation of two Word2Vec en-

coders:

e opcode2vec — is a model trained on a corpus of opcode sequences extracted
from the training dataset. It uses the Skip-gram architecture to learn a vector
representation for each opcode. During training, a fixed-size sliding window
moves across each opcode sequence to generate the training samples. The model
is trained by updating the opcode embeddings so that, given a target opcode, it

may predict the opcodes that occur within its surrounding context.

e api2vec — is another model trained on a corresponding corpus of API packages.
Similar to opcode2vec, Word2Vec learns the feature vector for each word in
every package and the API package’s vector representation is used to represent
the external API. According to the researchers, the high cohesion in software
design suggests that the APIs in the same package may have similar purposes

and their feature vectors should be close.
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SeGDroid concatenates both features for each FCG node and scales them using social-

network-style centrality scores.

Encoding Out-of-Vocabulary Word Embeddings

A notable issue with Word2vec is that it cannot generate a representation for out-of-
vocabulary (OOV) words, as they have never been encountered before, impacting any
use case which would necessarily encounter rare words. MalHAPGNN [9] solved this
issue by developing a BERT-based function embedding (BBFE) method to extract
contextual instruction semantics using a pre-trained Transformer architecture, that
attempts to preserve behavioural meaning even when function identifiers are stripped

or randomized.

3.1.3 Heterogeneous Information Networks

Though homogeneous graph representation methods have shown to have substantial
representation power, heterogeneous information networks (HINs) are able to capture
multiple layers of information relationship networks and thus may be able to model
more complex behaviours. HinDroid [13] formalizes APK analysis through the use
of a multi-relational graph incorporating four entity types: Applications, APIs, Code
Blocks, and App Packages, and encodes the relationship between entity types as meta-
paths with specific behavioural semantics. Then computes commute-entity matrices
over meta-paths for a multi-kernel SVM classification.

Since then, Hawk [12] has improved over HinDroid’s performance by developing
a seven-entity typed system and introducing meta-graphs alongside meta-paths, com-
prising the higher-order meta-structure of the represented application. This allows
Hawk to capture more complex behavioural relationships, and they further develop a
GNN architecture suitable to learn over the HIN representation called Meta-Structure
Guided Graph Attention Networks (MSGAT). They showed that GNN architectures

can capture higher-order relationships among entities in the HIN.
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3.2 Related Problems in Graph Representation

Learning

3.2.1 The Oversmoothing Problem

Another frequently encountered issue when utilising GNNs is the oversmoothing prob-
lem, defined as the phenomenon in which graph-node representations converge toward
uniform vectors due to stacking deep message-passing layers in the graph encoder.
Lo et al. [22] posit that malware FCGs contain structural information about its
malicious behaviour and is limited by the information dilution induced by the message
passing layers of the GNN architecture. The authors thus proposed jumping-knowledge
as a method of architecting multi-layered GNN encoders to address oversmoothing and
used a purely structural representation of FCGs encoded only with their centrality

scores to avoid domain-specific semantic information influencing the classification.

3.2.2 Signal Dilution

Malicious functionality often occupies a small fraction of the application’s whole code-
base. As such, global graph pooling operations risk diluting malicious code with a
large volume of benign functions. Various detection methods employ different tech-
niques to tackle this exact problem, one of the most commonly used techniques is to
use social-network-style centrality.

As first identified by MalScan [34], centrality allows us to measure the ‘importance’
of a function in the whole FCG and reflects the structural properties of the graph.
Their preliminary study showed that malware and benign graphs, exhibited disparate
behaviours in the distribution of sensitive API invocations.

MsDroid [11] separately tackled signal dilution by implementing a novel ‘snippet-
based’” detection framework, by sequestering parts of the FCG into behavioural sub-
graph sets and segmenting whole program graphs into localized subgraphs to train
a semi-supervised snippet-level classifier. This allowed MsDroid to employ a semi-
supervised learning approach which leverages the fact that malicious subgraphs ap-
pear at least once in malware, but never in benignware. This form of learning can
be identified as a form of multiple-instance learning (MIL) which is a form of weakly
supervised learning where labels are provided for groups of examples (known as a bag),

rather than for each individual example (known as an instance). MIL is well suited to
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the task of malware classification but remains relatively underexplored in this domain.

3.3 Graph Reduction and Scalability

Previously identified in Section 2.6, formulating a graph representation for very large
datasets must take into consideration the computational cost of training a model at
scale. As such, for a detection pipeline to be able to handle the load of a large-scale
dataset, it must be able to reduce the set of information down to only the critical parts
relevant to the classification.

Graph pruning is one technique used to help models scale their detection pipeline,
however other methods have shown promising results. Notably, for similar reasons
to the motivations for pruning, many methods tend to address signal dilution and
scalability at the same time, as often tackling either problem goes hand-in-hand with
tackling the other. MalScan [34] for instance constructs an FCG, but does not use it in
its representation, instead uses a 426-dimensional vector of 426 representative sensitive
APIs, each encoded with their centrality measure calculated on the constructed FCG,
and performs inference on that vector.

MsDroid [11] uses the same snippet mechanism as described above to reduce the
size of the graph required to perform inference on, and thus reduces the computational
workload. This can be described as a kind of sparsification technique, although the
fact that the method uses pruning is incidental to the model’s overall architecture and
would not be generalisable to other detection pipelines.

SeGDroid [21] uses a sensitive API list to create a subgraph of the FCG which
reduces the total amount of computation required for inference on the whole FCG.
Mohammadian et al. [24] previously explored various graph pruning techniques and
their suitability in identifying Windows PE malware, and demonstrated their method
of ‘Leaf-Pruning’ achieves high performance metrics while reducing graph nodes by
over 97% achieving very high computational speed.

Shokouhinejad et al. [30] proposed a novel ‘Node-Centric’ pruning technique (NCP)
consisting of a two-step graph reduction framework intended to retain topological infor-
mation. The model identifies critical “nexus nodes” based on reachability and prunes
unconnected “sparse nodes”, then evaluates “connector nodes” through their Jaccard
similarity to nexus nodes and removes redundant nodes below a certain threshold. The

authors evaluate this pruning method against a small (50 benign and 50 malware sam-
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ples) Windows PE CFG dataset and a protein enzyme-classification dataset achieving
an increased accuracy over the baseline unpruned run however provides little reduction

in training time (81.12s to 75.16s).

3.4 Summary

Existing graph-based malware detectors demonstrate that semantic node representa-
tions and graph sparsification can improve efficiency and, to some extent, performance,
but comparisons are made difficult because of their heterogeneous designs, differences
in dataset selection, malware domains, model architectures and evaluation methods.

Prior work has focused on methods for enriching graph nodes to increase semantic
information, localising substructures to enhance structural representation, and adapt-
ing GNN architectures to improve message passing behaviours. This dissertation at-
tempts to build upon these foundations to create a methodology which capture these
motivations, and to then isolate the effect of structurally different pruning techniques
and evaluate their effectiveness.

Unlike prior studies, we adopt a holistic approach which unifies the evaluation of
comparable graph pruning methods and benchmarks them against a suite of metrics
assessing scalability, predictive performance, graph size sensitivity, and explainability,
especially under spatially and temporally realistic conditions (discussed in detail in

Section 5.1.1).
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Chapter 4

Proposed Methodology

This chapter presents our proposed methodology designed to measure the effects of
function call graph pruning by isolating their effects and evaluate them against two
GNN architectures: GCN and GraphSAGE, producing six model configurations in
total. The use of two GNN architectures allows the effects of pruning be examined in-
dependently within each architecture while also assessing whether observed behaviour
is consistent across different message-passing models. Consequently, observed differ-
ences between configurations can be evaluated principally with respect to the changes
introduced by pruning, or by the interaction between pruning and the GNN model.
We first define the pruning strategies and their underlying assumptions, then
present the proposed node representation and resulting attributed FCG construction
pipeline. We then summarise the GNN classification and explanation framework used

across all graphs.

4.1 Graph Representations

The overall design for this work’s model takes inspiration from SeGDroid [21] and
implements key features proposed by them. However, our design differs in all stages of
the pipeline (depicted in Figure 4.1), particularly because of the different classification
strategy demanded by evaluating under a more recent (and therefore more evolved

malware) dataset.

4.1.1 SeGDroid

To illustrate the reasons why our approach differs methodologically, we first describe

the model proposed by SeGDroid.
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4 A
Graph Representation +
Function Call Graph >
+ External APl Nodes API FastText
:
e
- J
each pruning variant
Y
GNN
[ GraphSAGE ] [ GCN ]

[ Classifier Head }—»[ GNNEXxplainer }

Figure 4.1: The proposed evaluation pipeline. Each APK is converted into an FCG
and processed under one of three graph configurations: unpruned, leaf prune, or sSFCG
prune. All configurations use the same opcode, API, and permission node represen-
tation before being independently evaluated using GCN and GraphSAGE classifiers;
GNNExplainer is subsequently applied to analyse explanation faithfulness.

SeGDroid uses FCGs to represent both the system APIs or self-defined functions.
They use a two-tiered system of embedding node features. First, by using a concate-
nation of two word2vec features, namely; opcode2vec and api2vec. Then, by using a
social networking concept known as centrality (in their case Degree-Centrality) to scale
the embedding weights such that the model focuses on highly connected nodes. This
can justified as according to Malscan [34], there is evidence of a correlation between

highly connected sensitive API nodes and malware classified programs.

Sensitive Function Call Graphs

SeGDroid uses the same set of sensitive APIs as MalScan generated by another work
PScout [4], and propose the generation of a sensitive FCG (we use sFCG for brevity
for the rest of this report) as a method of pruning. The overall method is described

in Algorithm 1, and outlined below:

(1) lines 1-3. First, search the graph for sensitive API nodes to obtain the set of all

sensitive nodes in the graph S, .
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Algorithm 1: SeGDroid Sensitive FCG pruning algorithm
Input :an FCG G = (V, &), sensitive API set S,y
Output: a sensitive FCG SG = (V, €)

1 for v; € V do

2 L if v; € S, then

3 L Ssv — Ssv U {Ul}
for sv, € S,, do
| addAncestor(sv;, Ssav, G)

for sav; € Sy, do
7 L addDescendant(sav;, Ssqv, G)

8 SG <+ obtainPrunedGraph(G, Ssav, Ssav)

[

(=]

(2) lines 4-5. Search the neighbouring nodes invoking any v; € Sy, in the backward
direction (of a directed edge) until the entry point, obtaining the ancestor node

set Sggp Of Sp.

(3) lines 6-7. Continue a search for descendant nodes until reaching the leaf nodes

in the forward direction, obtaining the descendant node set Sy, .

(4) line 8. Remove all nodes and edges not in Sy, to obtain the pruned sensitive

FCG.

Once the sensitive FCG is generated, each node can be populated using the two-
tiered embedding process. Then a GNN classifier can be trained on a labelled dataset
of generated sensitive FCG graphs, and passed to their graph explainer module (for
brevity, we will not discuss their implementation here as this work uses a different

architecture).

4.1.2 Graph Pruning Strategies and Baseline

This project will evaluate SeGDroid’s sFCG method alongside a simple but effective
state-of-the-art method in Leaf Prune, against the full FCG (no prune) baseline. We
use the same cutoff as SeGDroid for both pruning methods to prevent pruning of

graphs under 8,000 nodes. Consequently, our pruned configurations are conditional.

Leaf Prune

Leaf Prune (LP) is a method proposed by Mohammadian et al. [24]. The idea is to

remove all nodes which are identified as leaf nodes Vic.¢, and all edges associated with
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them FEjeas. A leaf node v € Vigar can be identified by whether they satisfy the following
property: degree(v) < 1.
The leaf pruned graph G’ = (V’, E’) is then identified as the subset of G = (V| E)
such that
G' = G\Vieat\ Eleat

The authors identify LP as a lightweight method of removing nodes that have
minimal impact on the graph structure. LP was originally developed for the purpose
of malware detection for statically generated FCG/CFGs decompiled from Windows
PE/x86 binaries. Thus, we evaluate LP’s transferability across domains and graph

generation methods.

Comparison of Graph Pruning Methods

The two chosen pruning strategies were identified as state-of-the-art methods in mal-
ware detection; however, they approached reducing the graph with very different
strategies. sSFCG relies on traversing through the graph from identified sensitive nodes
to select retained nodes and edges to obtain its pruned graph, while LP uses a single
heuristic applied to every node to obtain its pruned graph.

These two pruning methods analysed in this work, represent vastly different ap-
proaches to pruning, sFCG makes a qualitative assumption that we can reliably expect
core malicious behaviour to occur in the causal chain of sensitive API calls. Whereas
LP makes a quantitative assumption that core malicious behaviour will have multi-
ple invocations such that we can ignore leaf nodes. Alongside the two graph pruning

methods, they will be compared against the baseline full FCG with no pruning applied.

4.1.3 Different Embedding Strategies

Our model makes use of SeGDroid’s NLP-style semantic embeddings, but departs
from SeGDroid by including an additional permissions embedding (modelled after a
component of MsDroid [11]), and discarding the use of centrality-based scaling, opting
to let the model learn relevant nodes through permission invocations. Further, we
use FastText [7] as our model for learning representations for API vectors instead of
word2vec, though we retain the same opcode2vec implementation as SeGDroid. To
the best of our knowledge, this is the first work to use FastText to encode Android
API packages for any task.
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MsDroid Permissions

The primary motivation for discarding centrality was prior testing of the SeGDroid
model yielding poor results in a small set of testing graphs. And further motivated
by the fact that centrality scaling resulted in very small vector values which would
yield poor results when applying gated-attention pooling. This is explained by the
fact that centrality scaling would result in many vectors with small values resulting
in a vast increase of zero vectors. In preliminary testing, we found that removing
centrality did not impact the model’s performance. This is further explained by the
fact that MalScan’s motivation for using centrality is that malware often features
highly centralised behaviour for sensitive API invocations, however, testing for this
behaviour in our dataset (of more recent years) yielded no such results (see Appendix
Figure A.2), likely due to malware evolution, disguising their presence amongst benign
software.

Therefore, to substitute this method of ‘focusing’ on malicious features, we opted
to model the permissions embedding from MsDroid’s implementation of node-level
permissions as a one-hot encoding of security-relevant permissions. This method uses
prior work studying Android permissions in Axplorer [5], allowing us to map API

nodes with the specific permission checks they require.

FastText API Embeddings

We use FastText as a word embedding model for API package naming sequences, due
to its particular suitability to the task. API packages that do very similar tasks are
generally also named very similarly. However, some packages are seldom encountered,
and very likely will not feature in the model’s training corpus, for models such as
word2vec, this means that such packages will be ignored and will feature all zero
vectors. FastText solves this by representing words as character-level n-grams allowing
it to construct meaningful embeddings for package names not in its dictionary based on
their constituent subword patterns and their similarity to names encountered during
training.

For example, take the package word telephone, FastText represents the word
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through its character n-grams, suppose n € {3 to 6}, then its character n-grams are':

G = {<te, tel, ..., ne>}

Gy = {<tel, tele, ..., one>}
G5 = {<tele, telep, ..., hone>}
G¢ = {<telep, teleph, ..., phone>}

Its subwords are therefore G,, = G3 U G4 U G5 U Gg. As FastText also uses the
complete word itself to contribute to a vector, q,, is the whole word vector represen-
tation. FastText then constructs the representation of telephone as a combination

of embeddings from every n-gram of G,, where z, € R? is a learned embedding of

1
AR (q” Z>

9g€Gyw

n-gram g € G,.

The scoring function of the word with context c¢ is then

E z Ve = Vu'Ve

geGy,

Regarding, out-of-vocabulary (OOV) words, for example telephones, its embeddings
can still be constructed, though its whole-word representation does not exist, it is
instead constructed from its constituent character n-grams. Because Gieiepnone and
Gtelephones are similar, their set of n-grams will have a large overlap, therefore its

embedding is represented as

Vitelephones —

1
G Ziel T Ztele T Zphon + Zphone + F Zphones
’ telephones‘ ~~ - SN——"
buckets meaningfully updated during training  possibly never updated

If the n-gram phones was not encountered during training, its corresponding hash
bucket may nevertheless have been updated by another n-gram that hashed to the
same location. If no training n-gram updated that bucket, its vector remains at its
initial value. Despite such unseen subwords, the large number of trained subword rep-
resentations shared between telephone and telephones allows FastText to construct

a somewhat accurate embedding for the OOV word.

!FastText adds angle brackets “<” and “>” to the word, so telephone is actually parsed as
<telephone>.
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Algorithm 2: Node Feature Generation
Input: Graph G, API embedding model Map1, opcode embedding model
Mpeode, Permission mapping P
Output: Node feature matrix X

1 foreach node v € V(G) do

2 eAPT 0%

3 egpcode — 064

4 p, < 0247

5 if v is an external API then

6 Tap1 < APITOKENIZE(v)

7 e Pl « GENERATEEMBEDDINGAPI(Tapr, Mapr)
8 pv < GETNODEPERMISSIONS(v, P)

9 else

10 Topcode < OPCODETOKENIZE(v)

11 | e’rode ¢ GENERATEEMBEDDINGOPCODE(Typcode; Mopeode)
| X[o] e el [e |,

13 return X

4.1.4 Proposed Embedding Strategy

Our node embeddings use 375 dimension vectors which consist of 64 opcode2vec em-

beddings, 64 FastText API embeddings, 247 one-hot encoded permissions embed-

dings.
X, = X?PI Xgpcode Xsermlsswn c R375
|| S~ Y——
64 64 247

Since there is a trade-off between semantic expressibility and the size and quality of
the node features, which will inevitably impact both training time and metric per-
formance, the dimensionality of opcode and API embeddings was chosen to reduce
the computational load whilst retaining a sufficient amount of expressibility. We train
both Word2Vec and FastText models on a corpus of opcodes and APIs extracted from
a subset of 2,000 APKs from the training dataset over 10 epochs with a fixed sliding
window of 5.

Node embeddings are generated using the Feature Generation method as outlined
in Algorithm 2, our graph representation is thus generated using the FCG construction
method in Algorithm 3.

Algorithm 2 can be generalised as processing each node as two types:

e External API nodes - are represented using embeddings derived from their

API tokens, and if they are associated with permissions as identified by GETN-
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Algorithm 3: FCG Construction and Feature Generation
Input: Set of APKs A, pruning_technique
Output: Attributed function-call graph for each APK

1 foreach APK a € A do

2 Grcg < GETCALLGRAPH(a)

3 | P < LOOKUPPERMISSIONS(a)

4 S+ 0

5 foreach node v € V(Grcg) do

6 if v is an external API and v € SensitiveAPIList then
7 L | S+« SU{v}

8 G <+ PRUNE(Grcq, S, pruning_technique)

9 X + BUILDNODEFEATURES(G, Map1, Mopcode, P)
10 | X < NORMALISEEMBEDDINGBLOCKS(X)
11 WRITEMETADATA(G)
12 SAVE(G, X)

ODEPERMISSIONS(v, P), then those permissions are additionally one-hot en-
coded to the embeddings.

e Internal Function nodes - are represented using embeddings derived from

their opcode sequences.

These components are concatenated to form the final feature vector for each node.
Algorithm 3 constructs the attributed call graph by first using AndroGuard to
extract the full call graph Ggcg from the Android APK file, identifying sensitive API
nodes &, then applying the chosen pruning method and generates feature vectors
through BUILDNODEFEATURES as detailed in Algorithm 2 for the (un)pruned graph
G. These features are normalised with L2 normalisation and stored together with the

graph structure and metadata.

4.2 GNN Architecture

For our modelling framework, we opted to use two foundational GNN architectures:
GraphSAGE and Graph Convolutional Network (GCN). Both models process
the same form of graph-structured inputs and use a common high-level dimensional
configuration, readout strategy, and downstream binary classification head. The over-
all GNN architecture is summarised in Figure 4.2.

For both models, the encoder dimensions are fixed at 375 — 128 — 64 — 64,

giving a final node embedding dimension of d, = 64. For a graph G = (V, E), the
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Figure 4.2: GNN classification architecture used for all pruning configurations. The
375-dimensional node features are processed by either a GraphSAGE or GCN encoder
network, producing 64-dimensional node representations. Global mean and gated-
attention pooling are concatenated before the binary classifier head.
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node-feature matrix is therefore X € RIVI*3™ and each encoder learns the mapping
fo: (X, E) — H® € RVI*6* where H® contains the learned node representations

to be passed to the graph pooling functions outlined in Section 4.2.3.

4.2.1 GraphSAGE Encoder

Our GraphSAGE model consists of three mean-aggregating GraphSAGE layers with

feature dimensions 375 — 128 — 64 — 64, respectively:
e HY = Dropout (ReLU (LayerNorm (SAGE, (X, E)))) € RIVIx128,

e H® = Dropout (ReLU (LayerNorm (SAGEQ(H(U7 E)+ H(l)Wskip)))
e RIVIX64 W, € RIZ8x64

e H® = ReLU (LayerNorm (SAGE;(H® E) + H®)) € RIVI*64,

Where Wy, is a learned residual projection. No dropout is applied after the final

layer, and H® € RIVI*64 is passed directly to the graph-level readout.

4.2.2 GOCN Encoder

Our GCN encoder similarly consists of three graph convolutional layers with feature

dimensions 375 — 128 — 64 — 64, respectively.
e HY = Dropout (ReLU (LayerNorm (GCN; (X, E)))) € RIVIx128
e H® = Dropout (ReLU (LayerNorm (GCN,(H, E)))) € RIVI*64,

¢ H® = ReLU (LayerNorm (GCN;(H®), E)) + HOW,, + b,,)
c R|V|X64 Wres c R128><64 bres c R64

where HOW ., + b, is a learned residual projection. No dropout is applied after
the final layer, and H® is passed directly to the graph-level readout.

4.2.3 Graph-Level Readout

Following the final GNN layer, each node is represented as a 64-dimensional embedding.
This is done in two components, first using global mean pooling to average the final

node embeddings through

1 N
hmean = N ; hz
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where N is the number of nodes in the graph and h; € R% is the output node embed-
ding from the three-layers of GNN message passing, of node %.

In parallel, motivated by the classifying task’s suitability to Multiple Instance
Learning (MIL), the model applies gated-attention pooling [14] which learns the
relative importance of each node. For each node embedding v; = tanh(W,h; + b,)
and g; = 0(Wh; + by), where ¢ denotes the sigmoid function, these representations
are combined element-wise as q; = v; ® g; and projected to a scalar attention score

s; = Wlq; + b,. These scores are normalised using softmax

The mean-pooled and attention-pooled representations are then concatenated:
hg - hmeathatt
resulting in a fixed graph representation h, € R'?5.

Classifier Head

Our classifier head receives the 128-dimensional vector h,, and performs layer normali-
sation, then a linear layer reduces it to a 64-dimensional hidden vector. A LeakyReLU

with negative slope 0.1 is applied, followed by dropout:
z = (Dropout (LeakyReLU (Linears, (LayerNorm (hy)))))

The final classification is generated by a 64-dimension linear layer reduction to a single

binary-classification logit: ¢ = Linear; (z)

4.2.4 Training Objective

All models use a standard weighted binary cross-entropy loss with malware as the

positive class and class weighting defined as

W — Nbenign
L=
Nmalware
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No weighted sampler is used. Therefore, we can define our loss function as

B
Lpcp = — Z w.y;logo(l;) + (1 —y;) log(1 — o (£s))],

where B is the batch size, ¢; is the logit for graph i, y; € {0, 1} is the ground-truth

label, and ¢ is the sigmoid function.
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Chapter 5

Evaluation

This chapter details our process of dataset selection and experimental setup, and
further outlines various evaluation methods used for this project, finally we present

various results and findings of experimentation.

5.1 Dataset Preparation

In the Android ecosystem, there exist many different types of malware and goodware
alike, and the task of preparing a dataset such that they represent the landscape of
applications can be overlooked and can skew classifiers into achieving very high metric

scores that are unrepresentative of their true classification abilities.

5.1.1 Tesseract

TESSERACT [27] is a framework and methodology for evaluating malware classifiers
under realistic spatial and temporal conditions. They identify the sources of biases,

that arise from an improper dataset collection, can be traced to the following:

e Temporal bias — Introduced when training and testing samples have unrealis-
tic splits in relation to time, this can result in the model learning from future

knowledge about the testing objects.

e Spatial bias — Refers to the unrealistic splitting of benign to malware ratio

which is not a true representation of the ecosystem.

As such, TESSERACT proposes three rules which prevent such biases from leaking

into model evaluations.
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C1. Temporal training consistency — All objects in the training set must strictly

be temporally precedent to the objects in the testing set, such that:
time(s;) < time(s;),Vs; € Tr,Vs; € Ts

where s; is an object in the training set 77, and s; is an object in the testing set

Ts.

C2. Temporal benign/malware windows consistency — For every testing slot

of size A, all test objects must be from the same time window:
I < time(sy,) <t Vs, € slot[t;, t; + A)

where t" = mingtime(s;) and "% = maxytime(sy).

C3. Realistic malware-to-benign ratio in testing — Let ¢ be the average per-
centage of malware in the training data, and § be the average percentage of
malware in the testing data. Let 6 be the estimated percentage of malware in
the wild. For a realistic evaluation, it must be reasoned that ¢ should be as close
as possible to o:

=0

The researchers note that if & is overestimated, the results are positively inflated,

and that although 0 cannot be changed, ¢ may be tuned.

5.1.2 Hypercube

To evaluate the model in accordance with the above rules, the dataset of malware
samples must have a reliable date label such that testing samples are not inferenced on
with training samples with a later date. This dissertation makes use of the Hypercube
dataset [8] which uses Google Play upload dates (gp_date) corresponding to samples
allowing for temporally consistent evaluations.

We use a subset of Hypercube comprising 26,994 samples from the months of 2023-
01 to 2023-9 to train our model, and use 9,735 samples from 2023-10 to 2023-12 for
validation. For the final evaluation, our testing set comprises 19,800 samples from
the months of 2024-01 to 2024-12. For the year 2023, samples were chosen at random

and as such have more monthly variation than the samples present in the 2024 set.
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2023 2024

Month Split Benign Malware Month Split Benign Malware
2023-01 train 2,725 300 2024-01  test 1,500 150
2023-02 train 2,765 280 2024-02  test 1,500 150
2023-03  train 2,809 306 2024-03  test 1,500 150
2023-04 train 2,731 276 2024-04  test 1,500 150
2023-05 train 2,712 243 2024-05  test 1,500 150
2023-06 train 2,666 266 2024-06 test 1,500 150
2023-07 train 2,657 284 2024-07  test 1,500 150
2023-08 train 2,737 272 2024-08  test 1,500 150
2023-09 train 2,693 272 2024-09  test 1,500 150
2023-10 wval 3,219 364 2024-10  test 1,500 150
2023-11  wval 3,059 311 2024-11  test 1,500 150
2023-12  val 2,646 136 2024-12  test 1,500 150

Table 5.1: Benign and malware sample counts by GP month and dataset split.

The 2024 samples from Hypercube originally had a noisier distribution across months.
Therefore, for each testing month to strictly adhere to C3, a flat 10 : 1 benign-to-
malware ratio is used (a slight conservative figure to TESSERACT’s ¢ =~ 10%), this has
the added benefit of ensuring no overrepresentation of any months when evaluating

with the Area Under Time (AUT) metric.

5.1.3 Dataset Sourcing and Generation Details

For procurement of the dataset’s Android apk files, we use Androzoo [1] as a source,
and preprocess each application to generate their corresponding FCGs with the Python
reverse engineering tool Androguard. Generation of NLP-style node embeddings makes
use of the Python Gensim [29] library.

One phenomenon encountered in preprocessing is that a handful of apks will fail the
preprocessing stage due to containing malformed opcodes and thus prevented Andro-
guard from generating the program’s FCG entirely. To keep the preprocessing stage as
simple as possible, we opted to remove those samples from the training and validation
dataset, however we replaced those affected in the testing set with random samples
which matched their classification and belonged to the same month in the gp_date
column. Note that the impact on the malware ratio of the training set ¢ is negligible
with regard to rule C3.

The preprocessing phase used a Python script to generate a zipped file comprising

1,000 .npz formatted FCGs locally (fewer if any graphs failed preprocessing), then
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uploaded the batch of files onto a Google Cloud Storage bucket. Once uploaded, each

batch is deleted from local storage, and begins processing the next batch.

5.2 Experimental Setup

All model training was conducted on an NVIDIA 1.4 GPU, with 8 vCPUs and 32GB
RAM, hosted on the Google Cloud Platform.

All training runs were initialised with the same hyperparameters: Epochs = 50,
batch size = 16, learning rate = 0.0005, weight decay = 0.00005, dropout = 0.3,
training uses shuffled batches with no over/under-sampling. We use a random seed
(42) to initialise runs, however this does not guarantee reproducibility across repeated
runs.

Each training run is initialised in a Python virtual environment with the follow-
ing library versions: Python 3.11.11, PyTorch 2.12.1, PyTorch Geometric 2.8.0,
NumPy 2.4.4, scikit-learn 1.9.0! tqdm 4.68.4.

5.2.1 Additional Information on Model Selection

The model selected for evaluation on the test set is the one which achieves the highest
malware F1 score on the validation set, set at a classification threshold of 0.5. From
preliminary testing, evaluation of models optimised for lower validation loss favour
greater malware recall at the expense of precision, resulting in high false-positive rates,
unsuitable for realistic deployment scenarios, and results in overall lower F1 scores.
We do not perform any threshold optimisation on the validation set to preserve com-

parability between models.

5.3 Pruning Scalability and Reduction Metrics

Because both pruning methods are taken from different malware detection tasks, both
methods will behave and perform differently to previously recorded reduction metrics.
We may evaluate their scalability impact by measuring how much of the original graph,
each pruning method retains, along with measuring each run’s training time.

Table 5.2 presents the average node and edge reduction ratios after applying the
pruning method to the unpruned FCG. Table 5.3 shows the training time of each

'The scikit-learn library is used only to report performance metrics.
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Pruning Method Node Retainment Ratio Edge Retainment Ratio

Benign Malware Benign Malware
LP 0.6460 0.6660 0.8811 0.8872
sFCG 0.3452 0.4188 0.4099 0.4871

Table 5.2: Average FCG node and edge retainment ratios for the pruning methods.

Run Epoch Time (s)
GCN — unpruned 1,771
GraphSAGE — unpruned 1,675

GCN - LP 1,319
GraphSAGE - LP 1,113

GCN - sFCG 586
GraphSAGE - sFCG 574

Table 5.3: Average training time per epoch for GCN and GraphSAGE models on the
training set of 26,994 graphs calculated from each epoch’s tqdm progress bar.

model’s run averaged over all epochs.

5.3.1 Analysis

Malware graphs processed under sFCG pruning exhibit a noticeable increase in both
node and edge retainment compared to benign graphs, with malware retaining 7.36%
more nodes and 7.72% more edges than benign graphs. whereas there is only a slight
difference for graphs processed under LP. Since sSFCG constructs its retained subgraph
around sensitive API calls, this result is consistent with malware samples containing
greater network centrality around sensitive APIs [34].

Notably, sFCG offers drastic reduction in training time as illustrated in Table 5.3
with almost 3 times training time reduction, whereas LP reduces training time by
about 1.4 times. This is a significant difference to the reduction ratio reported for
windows PE files in Mohammadian et al. [24] which showed a reduction of nodes by
97.71% (43.7 times reduced). This may signal to the heterogeneity between Windows
PE files and Android DEXs, and therefore LP’s ability to capture malicious substruc-
tures will be altered between the two types of graphs.

Overall, with regard to RQ1, we can observe that both pruning strategies improve
computational scalability relative to the complete FCG representation, but to different
degrees of effectiveness. LP provides a more conservative reduction in training time,

whilst sFCG offers a stronger and more practical reduction for large-scale training.
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Figure 5.1: Monthly malware F1 scores for GCN and GraphSAGE models under
different graph-pruning configurations. Error bars denote a bootstrap derived standard
error of the monthly F1 score. AUT values are reported as AUT £ SEyootstrap. Higher
AUT indicates better overall temporal performance.

5.4 Performance Metrics

The results reported here are based on a single experimental run for each configura-
tion due to computational and time constraints. Notably, the chosen epoch for each
experimental run occurred near the final epoch (see Appendix Table A.3), therefore
we cannot guarantee convergence of model training.

Consequently, the observed differences in the experimented models are interpreted
descriptively rather than as statistical differences between models. Note that the boot-
strap derived standard error rate for each month quantify the sampling uncertainty on
each model and are not estimates of training run variance. Nevertheless, the experi-
ments do suggest that pruning approaches can induce a performance difference when

compared to the unpruned baselines.

Metric Definitions

We primarily use malware F1 score to judge model performance however we include

the Area Under Time (AUT) metric introduced in TESSERACT [27] as a supplementary
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Run F1 AUT FPR Recall Precision

GCN — unpruned 0.3370 0.3333 0.0376 0.2789 0.4258
GCN - LP 0.3014 0.2982 0.0543 0.2739 0.3351
GCN —sFCG 0.3226  0.3199 0.0744 0.3356 0.3107
GraphSAGE — unpruned 0.3221  0.3167 0.0598  0.3067 0.3391
GraphSAGE - LP 0.3198 0.3163 0.0962 0.3733 0.2797
GraphSAGE - sFCG 0.3141 0.3119 0.0965 0.3661 0.2750

Table 5.4: Performance metrics for GCN and GraphSAGE models under different
graph-pruning configurations.

measure of temporal robustness defined as

1 Fl(zpy1) + Fl(xy)
AUT(FLN) = - > 5 .

k=1

We additionally present the false-positive rate (FPR), recall and precision of the

malware class for each run.

5.4.1 Analysis

Across the six configurations, we can observe that GCN — unpruned achieves the
highest F1 score of 0.3370 and AUT of 0.3333. Separating the two GNN models,
we can similarly see that GraphSAGE — unpruned achieves the highest F1 score of
0.3221 and AUT of 0.3167 amongst the GraphSAGE runs. Therefore, on the primary
performance measures, pruning does not by itself improve predictive performance over
the unpruned FCG baseline.

Observing individual classification metrics, it can be presumed that pruning in-
duces a change in the precision-recall characteristics rather than uniformly reducing
its malware classifying ability. For instance, in GCN — sFCG, the model produces sub-
stantially more false positives, reducing precision to its unpruned variant from 0.4258
to 0.3107. However, improves recall from 0.2789 to 0.3356 thereby only suffering a
minor loss in F1 (0.3370 to 0.3226). We can note similar occurrences for both Graph-
SAGE pruned variants obtaining higher recall, but lower precision. For the GCN — LP
variant, both recall and precision decrease from (0.2789,0.4258) to (0.2739,0.3351),
resulting in an absolute decrease in F1 of 3.56%. Though, due to the lack of repro-
ducible runs, we cannot conclusively interpret this alone as evidence for LP inducing
performance decay in the GCN.

From Figure 5.1, we can observe a slight decay in F1 performance over time, how-
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buckets: number of graph nodes in unpruned FCG (measured as In(1 + x))

Figure 5.2: F1 performance across variable sizes of unpruned graphs (measured in the
scale In(1 + z) of x number of nodes in the sample’s unpruned FCG). The bottom
graph indicates the number of samples that exist in that bucket along with the number
of malware samples in red. Hg,. denotes the size-stratified harmonic F1 score across
post-cutoff buckets.

ever the 12-month window is generally insufficient in providing evidence for concept
drift, thus AUT is used as a supplementary metric of performance over the temporal
evaluation period, rather than measuring temporal decay.

With respect to RQ2, we show no evidence that pruning provides an overall im-
provement in classification performance under either architecture. Its primary effect
is instead altering the classifier’s precision-recall trade-off, to favour higher malware
recall at the expense of lower precision and higher false-positive rates. Given the
computational reduction results of the previous section, it is then more reasonable to

evaluate pruning as an efficiency and performance trade-off.

5.5 Evaluation Across Varying Sized Graphs

This section outlines the variability of performance of each run, across varying sizes of

the original unpruned FCG.
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To evaluate this, we first retrieve the original sizes of each FCG and denote groups
of graphs as having similar size according to their In(1+ ) node count, and place them
in bucket intervals of 0.5. This allows us to use log scales to effectively capture the fact
that larger graphs occupy a larger space of values than small graphs. For example,
the bucket [9.0,9.5) comprises graphs with node counts between 8,103 < x < 13,360
whilst the bucket [13.0,13.5) comprises graphs with node counts between 442,413 <
x < 729,416.

We calculated the F1 for each bucket and plot the results in Figure 5.2, which
additionally shows the distribution of samples in the testing dataset across buckets.
This visualisation reveals a disparity between comparative dataset representation in
terms of unpruned graph size, and the model’s performance among those graphs.
Overall, there is a downward trend in performance as the detected graphs grow larger,
though this is an expected result in the case of malware detection, as larger graphs will

contain significantly noisier features and thus negatively impact classification ability.

5.5.1 Size-Stratified Harmonic F1 score (Hgize)

We interpret these results by aggregating the F1 scores of each bucket using the
harmonic mean, providing a conservative summary of performance. As this value
is strongly reduced by poor performance in any individual bucket, it therefore rewards
configurations which maintain comparatively strong F1 across the full range of graph

sizes. We can calculate the harmonic mean F1 score across each bucket as:

0, if 37 € {1,..., K} such that F1(i) = 0,
Hgize =

=Kk 1 otherwise.

Zi:l F1(i)
As this does not appear in any of our test runs, we can ignore the edge case of
Jie{l,...,K} s.t. F1(i) = 0. Then, as each bucket contributes equally to Hgye,
irrespective of its sample count, our measurements of Hg;,, in interpreting classifica-
tion performance across graph sizes may only partially capture this effect for the edge
buckets with fewer samples to inference. Therefore, this metric is not used as a com-
plete evaluation of performance, rather as a diagnostic tool to indicate models with

poor size-sensitivity.
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5.5.2 Analysis

For Figure 5.2, Hg,. is calculated using only the buckets past the pruning cutoff, due to
pruning not being enabled for such small graphs. For GCN models, the unpruned con-
figuration achieves the highest size-stratified harmonic F1 of Hg,, = 0.3311, followed
by sFCG at 0.2994 and LP at 0.2373. The comparatively low LP score reflects the
persistently weak F1 performance across most buckets and especially apparent at the
largest [13.0,13.5) bucket exhibiting a decline in performance relative to the unpruned
configuration. For GraphSAGE models, each run produces similarly performing Hgi,e
scores suggesting GraphSAGE is less sensitive to structural changes introduced by
pruning as the original graph size increases.

Regarding RQ3, FCGs of smaller size between buckets [9.0,9.5) and [10.0,10.5)
seem to be negatively affected by pruning, as they are generally outperformed by the
unpruned models, whilst the performance difference narrows amongst more commonly
encountered graph sizes. This supports the hypothesis that FCGs of smaller size lose
more critical information due to pruning than FCGs of larger size.

The signal dilution problem (as outlined in Section 3.2.2) might suggest that larger
graphs will benefit performance-wise from graph pruning due to the reduction of ir-
relevant noisy information. From our findings, there is little evidence to support this
hypothesis, though it may be noted that for very large graphs, GraphSAGE models
only exhibit this behaviour to a negligible degree, but are surpassed by the GCN —

unpruned model’s performance.

5.6 Evaluation of Fidelity Metrics

This section explores how each measured graph pruning method may induce change to
the faithfulness of GNN explanations that each model outputs. We evaluate faithful-
ness based on necessity and sufficiency of subgraph explanations in increasing subgraph
sizes of each explanation’s top-K edges.

To provide a controlled comparison of explanation behaviours, we evaluate the
fidelity measurements on the intersection of malware samples correctly classified by
all six evaluation runs. This produces a common set of 254 malware graphs, ensuring
that differences in fidelity are not attributable to different configurations of incorrect
predictions. We ignore benign graphs in general because analysing the behaviour of

benign software is typically not relevant in malware detection.
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This restriction may introduce a selection bias towards strongly identifiable mal-
ware samples, and consequently we can only evaluate the faithfulness for such malware,

rather than the complete testing set of malware.

5.6.1 Fidelity Definitions

Before continuing, we first define what we mean by the term fidelity. Fidelity in the

case of graph explanations comes in two forms:

e Fidelity+ Denoting Necessity, is measured by the difference in classification
confidence incurred when removing the generated subgraph explanation edges
from the complete graph (probability-level), and whether the model’s prediction

changes from malware to benign (label-level).

e Fidelity— Denoting Sufficiency, is measured by the difference in classification
confidence gained when retaining only the generated subgraph explanation edges
of the complete graph (probability-level), and whether the model’s prediction

remains the same as malware (label-level).

GraphFramEx [2] presents a characterisation score which incorporates the equal-
weight harmonic mean of necessity and sufficiency into one metric, rewarding methods

that satisfy both properties:

2(fid)(1 — fid_)
(fid,) + (1— fid_)

charact =

5.6.2 Analysis of Necessity

The strongest effect of pruning is observed for GCN — sFCG, where removing the Top-
K explanation edges from the original graph changes the predicted label for 16.5%
of samples at K = 50, increasing to 85% at K = 1,000. By comparison, GCN —
unpruned reaches only 8.7% necessity at K = 1,000, while GCN — LP remains close to
zero across all budgets. This signifies that GNNExplainer identifies substantially more
decision-critical edges when GCN is trained on sFCG representations. The result is
also identifiable for GraphSAGE — sFCG albeit the magnitude is substantially weaker
than for GCN and plateaus beyond K = 250.
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Figure 5.3: Label-level fidelity of Top-K edge explanations on correctly predicted
malware graphs (n = 254). Error bars show mean +1.96 SE.

5.6.3 Analysis of Sufficiency

From our results, there is an inverse correlative behaviour between models having
poor necessity and high sufficiency. GCN — LP for example exhibits both extremes,
having nearly no necessity in the resulting classification, and being entirely sufficient
to the classification. This combination suggests redundancy in the predictive structure
whereby the selected explanation is sufficient to preserve the malware prediction, but
alternative graph structures are apparently able to support the same prediction when
the explanation edges are removed. By constrast, GCN — sFCG exhibits the same
correlation in reverse, having very high necessity, and comparatively low sufficiency.

Though as K grows, GCN — sFCG becomes increasingly both necessary and sufficient.

5.6.4 Analysis of Characterisation Score

Another interesting result is that both unpruned runs produce very similarly low char-
acterisation scores throughout all Top-K edge budgets, however each pruned variant
manifests vastly different behaviours across the different GNN models. sFCG in par-
ticular strongly improves characterisation upon its unpruned counterpart, especially
pronounced in the GCN — sFCG run achieving 76.4% at a budget of K = 1,000, and
GraphSAGE — sFCG achieving a score of 35.6%, at budget K = 1,000, improving
from both GCN and GraphSAGE — unpruned baselines of 15.8% and 15.9% respec-
tively. LP, on the other hand has diverging fidelity behaviour, with GraphSAGE — LP
increasing characterisation to 19.1%, but GCN — LP vastly reduces it to 2.3%.
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Figure 5.4: Overall quality of the Top-K explanations. The left panel shows the
necessity—sufficiency trade-off; faint curves indicate constant characterisation-score
contours. The right panel shows the characterisation score, defined as the equal-weight
harmonic mean of Fidelity+ and 1 — Fidelity ™.

Method K=50 K=100 K =250 K =500 K =1,000
GCN unpruned 1.6 2.3 4.6 11.1 15.8
GCN LP 0.0 2.3 1.6 1.6 2.3
GCN sFCG 17.8 32.3 45.1 63.9 76.4
GraphSAGE unpruned 1.6 4.6 6.8 9.0 15.9
GraphSAGE LP 1.6 2.3 7.5 124 19.1
GraphSAGE sFCG 10.4 12.5 35.6 33.4 35.6

Table 5.5: Characterisation score, in percent. The score is the equal-weight harmonic
mean of Fidelity+ and 1 — Fidelity™; higher is better.

5.6.5 Analysis of Probability-Level Fidelity

We can again derive a similar analysis of results in examining the probability-level
fidelity metrics as the label-level analysis. Where in GCN-sFCG, removing the top-
K explanation edges produces increasingly large reductions in malware confidence
(the necessity panel of Figure 5.5), reaching a mean probability change of 0.442 at
K = 1,000. The corresponding changes for the unpruned and LP variants remain
close to zero, indicating edges identified as explanations exert little influence on the
resulting prediction.

For three of the models, GraphSAGE — unpruned, GraphSAGE — sFCG, and GCN
— LP, we can observe that restricting the graph to the explanation edges (Figure 5.5:
(sufficiency)) increases malware confidence, relative to having the complete graph.
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Figure 5.5: Confidence-level fidelity of Top-K edge explanations. Probability fidelity
is a signed change in malware confidence. A negative Fidelity- value means that the
retained subgraph receives higher malware confidence than the original graph. Error
bars are mean +1.96 SE.

This appears to indicate that removing excess structure produces a stronger malware
classification for these models, and that the removed structure exerts a dilutive effect
on the malware signal. This is not necessarily evidence of explanation faithfulness as
it also suggests that the model derives its classification through other pathways, likely
not involving message passing but through learned heuristics or artefacts encoded in

non-interacting node features.

Overall Analysis

Concerning RQ4, these results clearly demonstrate that graph pruning can substan-
tially alter the faithfulness of GNN explanations, though the effect depends strongly
on both pruning strategy and GNN architecture. GCN — sFCG produces the clearest
improvement, where explanation subgraphs become increasingly both necessary and
sufficient as the Top-K budget increases. Whilst GCN — LP provides weak neces-
sity and suspiciously high sufficiency, suggesting weak faithfulness to the explanation
as reflected in its corresponding characterisation score. These findings suggest that
domain-informed pruning reduces redundancy in the structures supporting a model’s
prediction and therefore produces explanations with greater predictive capacity. How-
ever, it is important to note that GNNExplainer does not guarantee explanations which
correspond to ground-truth malicious functions, therefore, fidelity is not necessarily a

measure of explanation accuracy.
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Chapter 6
Discussion

The research undertaken in this dissertation examines whether graph pruning can
enable a scalable framework for GNN-based Android malware detectors. We explore
four aspects of capabilities related to graph pruning in tackling our proposed research
questions: scalability, performance, sensitivity to graph size, and explainability.

Our results show that pruning has significantly different effects across these ob-
jectives. We found that SeGDroid’s sFCG substantially reduces graph size and GNN
training time, but neither sFCG nor Leaf Pruning was found to improve their overall
malware F'1 score over the corresponding unpruned baselines. We show that classifica-
tion performance among GNN classifiers is variable amongst different sized graphs, but
are not variable amongst pruning methodology. Further, we show that pruning con-
siderably alters the behaviour of graph explanations generated under GNNExplainer,
with the strongest effect observed under the GCN — sFCG variant. These findings
suggest that graph pruning should be primarily considered as a trade-off between

computational cost, predictive performance, and explanation behaviour.

6.1 Scalability-Performance Trade-off

We find through sFCG, that domain-informed pruning can make otherwise costly
GNN training substantially more feasible under constrained computational resources.
Although, this is paired with an observable decrease in classification performance,
particularly affecting the precision-recall trade-off by increasing malware recall, but
at the expense of precision and higher false-positive rates. This potentially indicates
that pruning may remove some structural information which contributes to the overall

classification.
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This trade-off between high computational speedup and small reduction in F1 may
be acceptable in certain scenarios where resources are constrained, although the higher
false-positive rate may eventually constrain resources if inaccurate classifications are

costly.

6.2 Effect on Varied Graph Sizes

In Section 3.2.2 we argued that global graph pooling operations risk diluting malicious
code with a large volume of benign functions. We attempt to address this by incorpo-
rating into our graph readout a MIL-style gated-attention pooling function to reduce
these effects (detailed in Section 4.2.3). Therefore, we suspect that our unpruned re-
sults in Section 5.5 are partially influenced by this, and consequently, their differences
in performance for large graphs are less pronounced. Though, we additionally ac-
knowledge that due to the small sample sizes on the far end buckets, the analysis here
may be rendered statistically insignificant. We can still note the variance in differences
between GNN architectures in a qualitative analysis, where GCN runs appear to be
more sensitive to graph representation than their GraphSAGE counterparts.

This motivates further investigation into how each pruned FCG is received by each
message-passing method, and in turn how they interact with the graph pooling readout

functions.

6.3 Explanation Faithfulness

We identify in Section 5.6 that sFCG changes GCN explanation fidelity whereby its
characterisation score improves upon the unpruned baseline drastically, particularly
due to its pronounced ability to capture necessary explanations.

One interpretation is that as sFCG concentrates the graph around sensitive API
related call structures, the GNN is better able to identify malicious substructures
crucial to its explanation. The result supports the hypothesis, briefly mentioned in
Section 2.6, that graph pruning can ‘focus’ the model on malicious identifiers, however,
does not necessarily result in better classification performance. As previously stated,
fidelity does not establish that these identified explanations correspond to ground-truth
malicious functionality, only that they are faithful to the GNN’s classification.

We can note that GCN — LP, on the other hand has very high sufficiency, but virtu-

ally no necessity. This means that the classifier’s prediction arises through alternative
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structures that survive the removed explanation edges, potentially arising from
e strong node-level features,
e a weak dependence on edge interactions,
e some effect on the GNN due to the masking procedure.

Because explanation faithfulness is not determined solely by the pruning strategy, but
emerges from an interaction between the graph representation and the downstream
message-passing architecture, further investigation is required to determine which of

these explain this behaviour.

6.4 Limitations and Threats to Validity

This dissertation was conducted under limited computational resources, along with
limited amounts of time to conduct full training, validation and testing runs for dif-
ferent model variants. Therefore, under these conditions we used only a singular run
per configuration. The differences between models cannot be cleanly separated from
stochastic variation in parameter initialisation. Additionally, each model was restricted
to a 50-epoch budget, and as all configurations achieved their best validation F1 score
after 40 epochs, it is doubtful that convergence was achieved within this budget. More-
over, the size of the training dataset with 26,994 samples likely does not represent the
full breadth of applications that comprise the Android ecosystem at the chosen tem-
poral frame. However,Our primary limitation is the lack of range in our evaluated
pruning strategies and GNN architectures, limited due to computational constraints.

Since these models were trained and evaluated over just a two-year time span, our
findings may not generalise to later time periods, as we cannot guarantee that the
models learn stable features. Further, our specific model may perform differently to
different graph-generation and embedding pipelines.

Our evaluation makes use of metrics which may introduce bias in themselves. For
instance, Hg,, should ideally be used for when there are sufficient sample counts in
the extreme ends of bucket sizes, nevertheless, we use it to exemplify the variability
of these extremes. Fidelity is another measure which does not evaluate accuracy of
explanations, but of faithfulness to the model’s classification.

Although we attempt to address the issue of over-smoothing in utilising skip-

connections within both model’s architectures, we do not evaluate them, nor do we
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validate their effectiveness apart from preliminary testing results indicating their per-
formance benefits. This may have somewhat limited the GraphSAGE model’s capa-
bilities.

6.5 Future Work

Future evaluations should repeat each architecture-pruning configuration across multi-
ple random seeds, and report the mean variance of each measured metric. This would
allow us to determine whether our observed differences are statistically relevant. Fur-
thermore, future work can include incorporating evaluation across multiple time frames
such that we can determine whether each pruning technique is generalisable, and not
the result of temporal luck [8], or to train the model under a temporally invariant
framework to improve stable representation learning [38].

We do not conduct any ablation studies; as such, future work may separately
optimise each pruning method with each architecture, initialising with different hy-
perparameters to achieve better performance. This may extend to varying the 8, 000-
node cutoff to different numbers, as from Figure 5.2, we can see each pruning method
performs observably worse among smaller buckets post-cutoff than the unpruned coun-
terparts, suggesting a higher cutoff could potentially improve performance, albeit at
the expense of an increase in computational load.

Though we evaluate model explanations with fidelity, due to time constraints, we
do not analyse specific instances of malware samples, which may be worth studying
to understand what features and structures are identified by GNNExplainer to be
malicious.

This dissertation focused on only two pruning strategies, despite other general-
purpose pruning methods also existing, we identified sSFCG and LP to be the strongest
candidates for practical use due to their performance in their respective studies. As
such, future work should also evaluate other pruning methods which may include:
Node Centric Pruning [30], Walk Index Sparsification [28], Comp Prune [24], and
potentially other techniques identified in [31], to verify our hypothesis.
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Chapter 7
Conclusion

In this dissertation, we explore the various trade-offs, improvements, and weaknesses
that graph pruning imposes on function call graph representations. We evaluate two
state-of-the-art sparsification-based pruning methods: sensitive function call graph
pruning (sFCG) and leaf pruning (LP) under GCN and GraphSAGE architectures
using a spatio-temporal aware Android dataset, evaluating scalability, predictive per-
formance, graph-size sensitivity, and explanation faithfulness.

We find sFCG is able to significantly reduce average epoch training time from 1, 771
to 586 seconds for GCN, and 1,675 to 574 seconds for GraphSAGE, while neither
pruning method improved upon its corresponding unpruned baselines on overall F1
score.

We find no convincing evidence for pruning becoming more beneficial for predictions
as the original graph size grows. However, we do find pruning has a significant effect on
explanation faithfulness, with its most pronounced effects measured on GCN — sFCG
(K =1,000), where the characterisation score reaches 76.4% versus 15.8% for GCN —
unpruned.

Therefore, we conclude that graph pruning should not be treated as a lossless
preprocessing step. Rather, our results indicate that whilst pruning alleviates compu-
tational burden, it may do so at the expense of predictive performance, and inducing
structural changes upon the FCG changing the artefacts that GNNs learn upon. As
such, the practical value of pruning lies in a trade-off between scalability, detection

performance, and explanation faithfulness.
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Appendix A

Supplementary Tables and Figures

Table A.1: F1 scores across graph-size buckets for GCN and GraphSAGE under un-
pruned, leaf-pruned (LP), and sFCG-pruned configurations. Hg,e denotes the size-
stratified harmonic F1 score across post-cutoff buckets.

Bucket GCN GraphSAGE

In(1 4+ z) range Unpruned LP sFCG Unpruned LP sFCG
3.5,6.0) 0.8682 0.9231 0.8397 0.8594 0.8421 0.8235
(6.0,9.0) 0.3636 0.2927 0.4878 0.3333 0.2985 0.3673
9.0,9.5) 0.7414 0.4533 0.6327 0.7179 0.7611 0.3784
[9.5,10.0) 0.4222 0.3607 0.3836 0.4884 0.2680 0.2597
10.0,10.5 0.2833 0.2290 0.2500 0.2712 0.2094 0.2734
10.5,11.0 0.3846 0.4074 0.3950 0.3658 0.4051 0.3636
11.0,11.5 0.3352 0.3351 0.3678 0.3596 0.3646 0.3320

12.0,12.5 0.2473 0.2410 0.2491 0.2182 0.2676  0.2578
12.5,13.0 0.2798 0.2434 0.2583 0.2449 0.2639 0.2797

[ )
[ )
[ )
[11.5,12.0) 0.2424  0.2470 02706  0.2452  0.2369 0.2868
[ )
[ )
[13.0,13.5) 0.3836  0.0923 0.1982  0.2647  0.3030 0.3140

Hge 0.3311 0.2373 0.2994 0.3086 0.2992  0.2996
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(a) GraphSAGE (unpruned)
Accuracy = 0.8826, F1 = 0.3221

(¢) GraphSAGE (sFCG)
Accuracy = 0.8556, F1 = 0.3141

(b) GCN (unpruned)
Accuracy = 0.9003, F1 = 0.3370

Predicted Predicted
Benign  Malware Benign  Malware
o o
— %0 16,924 1076 = %’3 17,323 677
g 8 (94.0%) (6.0%) < (96.2%) (3.8%)
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O | 1,248 552 o | 1,298 502
< % (69.3%) (30.7%) < % (72.1%) (27.9%)
= =

(d) GCN (sFCQG)
Accuracy = 0.8719, F1 = 0.3226

Predicted Predicted
Benign  Malware Benign  Malware
o o
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-E ch (90.3%) (9.7%) E pg (92.6%) (7.4%)
o £ 1,141 659 o £ 1,196 604
< % (63.4%) (36.6%) < % (66.4%) (33.6%)
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-E Cg (90.4%) (9.6%) -E ﬁ (94.6%) (5.4%)
o | 1,128 672 O | 1,307 | 493
< % (62.7%) (37.3%) < % (72.6%) (27.4%)
= =

(e) GraphSAGE (LP)

(f) GCN (LP)
Accuracy = 0.8546, F1 = 0.3198

Accuracy = 0.8846, F1 = 0.3014

Figure A.1: Confusion matrices for each test run. Rows denote actual classes and
columns denote predicted classes. Percentages are normalised by actual class.
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Top 20 most-called sensitive APIs: degree centrality
Only APKSs in which the API is present
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Figure A.2: Degree-centrality distributions for the 20 most-called sensitive APIs in a
subset of 511 Android apks in the training set.
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Table A.2: Distribution of samples across graph-size buckets. (60 benign samples
are > 13.5 and excluded from the figure as no malware samples are found beyond
[13.0,13.5).)

Bucket Total Malware Benign
In(1+ x) range samples samples samples
[3.5,6.0) 96 56 40
[6.0,9.0) 227 11 216
9.0,9.5) 149 49 100
9.5,10.0) 283 37 246
[10.0,10.5) 654 76 578
[10.5,11.0) 1,940 179 1,761
[11.0,11.5) 3,447 342 3,105
[11.5,12.0) 4,656 453 4,203
[12.0,12.5) 4,444 334 4,110
[12.5,13.0) 3,136 212 2,924
[13.0, 13.5) 708 51 657
Total 19,740 1,800 17,940

Table A.3: Epoch at which each model configuration achieved its highest F1 score.

Model Epoch with highest F1
GCN — Unpruned 41
GCN - LP 41
GCN - sFCG 41
GraphSAGE — Unpruned 45
GraphSAGE - LP 45
GraphSAGE — sFCG 50

Table A.4: Label-level Fidelity+ (necessity), in percent. Entries are mean £1.96 SE
over n = 254 graphs; higher is better.

Method K=50 K=100 K=250 K=500 K =1,000
GCN unpruned 08+1.1 12+£13 24+19 59+29 87+35
GCN LP 0.0+00 12+£13 08+11 08+1.1 12+1.3
GCN sFCG 16.54+4.6 33.1+£58 44.1+6.1 65.7+58 85.0+44
GraphSAGE unpruned 08+11 244+19 35423 4.7+£26 87+3.5
GraphSAGE LP 08+1.1 12+13 39+24 67+3.1 106438
GraphSAGE sFCG 55+£28 6.7£31 21.74+5.1 20.14+4.9 21.7+5.1
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Table A.5: Label-level sufficiency 1— Fidelity , in percent. Entries are mean +1.96 SE
over n = 254 graphs; higher is better.

Method K =50 K =100 K =250 K =500 K =1,000
GCN unpruned 82.34+4.7 8314+46 870+4.1 8r4+41 8r4+4.1
GCN LP 100.0 £ 0.0 100.0+£0.0 100.0£0.0 100.0£0.0 100.0+£0.0
GCN sFCG 19.3+£49 315+£57 46.1£6.1 622£60 69.3+57
GraphSAGE unpruned 98.0+1.7 98.0+1.7 99.2+1.1 99.6+0.8 100.0+0.0
GraphSAGE LP 81.54+4.8 81.14+4.8 83.1+4.6 832+4.0 93.3+3.1
GraphSAGE sFCG 99.6 £0.8 100.0+0.0 100.0£0.0 100.0£0.0 100.0+£0.0

Table A.6: Probability Fidelity+ (necessity). Entries are signed probability changes,
mean +1.96 SE; higher is better.

Method K =50 K =100 K =250 K =500 K =1,000

GCN unpruned 0.000 £+ 0.006 —0.002 £ 0.008 0.009 +£0.011 0.021 £0.013 0.032 £ 0.014
GCN LP 0.024 +0.007  0.020 £0.006 0.018 +0.007 0.007 £0.012 0.001 £ 0.016
GCN sFCG 0.149+0.024 0.200 £0.027 0.276 £0.026 0.380 £0.025 0.442 £ 0.024
GraphSAGE unpruned 0.007 £0.003 0.011 £0.004  0.023 £ 0.007 0.030 £ 0.008 0.045 £ 0.014
GraphSAGE LP 0.006 +£0.002 0.014 £0.004 0.048 £0.013 0.072+0.017 0.093 £0.021
GraphSAGE sFCG 0.041+£0.015 0.061 £0.017 0.1224+0.025 0.114+£0.025 0.109 £ 0.025

Table A.7: Probability Fidelity- (sufficiency). Entries are signed probability changes,
mean +1.96 SE. Values closer to zero indicate better confidence-level sufficiency; nega-
tive values mean the retained subgraph has higher malware confidence than the original

graph.

Method K =50 K =100 K =250 K =500 K =1,000
GCN unpruned 0.087+0.024  0.076 £0.023  0.061 £0.021  0.051 £0.021  0.042 £ 0.020
GCN LP —0.109 £0.022 —-0.115£0.021 -0.1194+0.021 —-0.119£0.021 —-0.122+0.021
GCN sFCG 0.448 £0.021  0.359£0.026  0.285+£0.027  0.223+0.023  0.178 £0.022
GraphSAGE unpruned —0.033 £0.020 —0.041 £0.019 —0.057 £0.015 —0.069 £+ 0.013 —0.072 4 0.012
GraphSAGE LP 0.110£0.036  0.101£0.035  0.0724+0.031  0.037 £0.027 —0.007 £ 0.023
GraphSAGE sFCG —0.083 £0.015 —0.085=£0.015 —-0.083 +£0.015 —0.081£0.015 —0.078+0.014
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